Netforce Analyzer™

Security Information Analysis System

Collect. Correlate. Report. Manage.

Did you ever wish you could see everything that happens on
your network? Do you worry about what is happening on your
network that you DON’T know about? NetForce Analyzer puts
you in the know.

The routers on your network contain some of the most critical
information about data and traffic flow across the network, but
most organizations don’t include the router information in their
security log analysis process. The NetForce Analyzer
captures all of the useful router information via NetFlow,
J-Flow, and sFlow data, which provides deep visibility into
network traffic behavior and trends, as well as a detailed
accounting of your network assets.

A great tool for network administrators, NetForce Analyzer
isn’t just a one-trick pony. In addition to its network log analy-
sis, Analyzer also captures security logs from virtually any
other device on the network that is capable of producing a log.
Analyzer aggregates all of the router and security log informa-
tion into a single database, and then runs it through a sophisti-
cated correlation process that quickly identifies and alerts
your organization to potential security issues. Once Analyzer
alerts you to a potential issue, simply launch a vulnerability
scan via the built-in vulnerability assessment engine, and
you'll know which assets are vulnerable and require immedi-
ate attention to minimize the threat.

Because your log information is stored within Analyzer,
network troubleshooting, security investigations and forensic
analysis are much easier to perform, and you'll have the
experts at MainNerve at your disposal to assist your analysis
and investigation as well. If you have any compliance obliga-
tions, or if you simply desire third party validation, the Main-
Nerve NetForce Analyzer managed service provides reports

monthly, quarterly, or annually on the security of your network.

If you have multiple teams or locations that need security and
network information, NetForce Analyzer is flexible.  Your
Analyzer deployment can be designed to give each location a
view of what happens on their piece of the network, and you
can have a consolidated view that shows the entire network,
so you can truly be in the know.

Key Benefits

Collects logs: Captures and centrally stores security log
information from any network connected device

Captures network intelligence: Utilizes NetFlow, J-Flow,
and sFlow data to provide details on network traffic behavior
and trends

Identifies vulnerable hosts: The built-in vulnerability
assessment platform identifies vulnerable systems

Identifies infected hosts: Using the Adaptive DarkNet
engine, NetForce Analyzer identifies hosts that are infected with
trojans, worms, and viruses

Correlates security events: Analyzes log information to
identify and alert on potential security issues in real-time

Comprehensive reporting: Bandwidth usage, top proto-
cols in use, infected hosts, vulnerable systems, & security
incidents are some examples of the information available from
NetForce Analyzer

Built-In Features

- Log aggregation and storage

- Security information management system

- Network flow data analysis functions

- Vulnerability assessment platform

- Passive mode Adaptive Darknet malware defense system

Technical Specifications

Hardware:
- Short-depth 1 or 2-U chassis (482w x 44h x 350d mm)
- Industry standard internal server components

Software:
- Custom hardened Linux 2.6 Kernel
| - Web GUI interface for administration and reporting features
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