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Stop The Bad. Allow the Good. Automatically.

The Adaptive Darknet Intelligent Defense System is a solution
that finds computers on your network that have been infected
with malware such as viruses and worms, and prevents the
infected computers from “phoning home” to an attacker while
still allowing the computer to perform its regular functions.
Updated around the clock with the richest intelligence possible
related to the Internet location of hackers (bad guys) and unreg-
istered IP space (bogons), the Adaptive Darknet will effectively
deny connections with systems on the Internet that are already
known and proven to be compromised.

Identifying and tracking internal systems that have been com-
promised by trojans, worms, viruses, and other threats is an
ongoing challenge. Managing these systems is not only critical
in order to stop the spread of the intruder (or the intruder’s
malware), but also because of the risks of data theft and
resource misuse. Adaptive Darknet does the dirty work for you.
It provides real-time reports and integrates with existing secu-
rity monitoring capabilities you may have in place.
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Host Computers on the Internal Network

The Adaptive Darknet is a sophisticated and flexible system
that provides innovative technological advancements to your
network security defense capabilities. Stop the spread of
botnet activity on your network. Prevent data loss due to
malware infection. The Adaptive Darknet stops the bad guys
from using your computers to do bad things.

K ey Benefits

Miscreant protection: Identifies and stops all outgoing traffic
destined for known bad sites.

Malware identification: Real-time identification and
tracking of assets infected with trojans, worms, and viruses.

Botnet prevention: Prevents conversations with attackers
attempting to remotely control systems inside your network.

Anomaly detection: Detects when a device in your network
is being used to attack a third party network.

Sensitive data protection: Prevents data loss due to
malware infection.

Supplements existing security solutions: Prevents

internal systems from using protocols to “phone home” that
would be allowed by other security such as firewalls, content
filters, and intrusion detection systems.

Highly accurate: Security protection is based on known bad
IP addresses, which are updated continuously. Darknet is not
dependent on signature or pattern matching.

Data F eeds

Miscreant Feeds: Intelligence feeds regarding miscreant
command and control hosts and known criminal hosts.

Bogon Feeds: Intelligence feeds regarding traffic leaving your
network border destined for unassigned or RFC1918 IP space.

Custom Feeds: Additional custom feeds can be made

available to supplement existing egress controls that include the
prevention of access to specific countries, rogue nation states,
warez sites, file-sharing sites and mules.

Specifica tions
Hardware:

- Short-depth 1 or 2-U chassis (482w x 44h x 350d mm)
- Industry standard internal server components

Software:

- Custom hardened FreeBSD 5.2 Kernel

- Custom routing suite based on Quagga

- Custom packet scanning engine

- Web GUI interface for administration and reporting features

- Web GUI dashboard for monitoring multiple ADSS devices within a network

MainNerve, Inc. wmainnerve.com
Nashville - Phoenix - San Antonio
602.889.6600 - sales@mainnerve.com



